Andrei Ryjov
Senior UNIX/Linux/Network Architect/Engineer/Admin/Programmer

Click on the link below to download the up-to-date CV and current availability status:
http://spasu.net/Pub/Job/.
Objective
Challenging projects in datacenter and systems deployment and management, where bright engineering solutions are necessary to approach complicated technical and organizational challenges within demanding time frames and restricted budgets. 
Summary
Expert in Open Systems and Client-server technologies, UNIX/Solaris/Linux OS and cross-platform middleware, in architectural IT design, engineering, L3/L2 support  for large scale and  mission critical production environments. IT risks management (security, data integrity, uptime/availability, capacity/performance). Business Contingency Planning and Disaster Recovery schemes design, implementation and testing.  Security audit for financial organizations. Systems  and Applications programming in various UNIX-like environments. Large-scale migrations and moves. Project and team management for multi-national  and geographically distributed organizations.
Recent projects 
March 2010-Feb 2012: UBS Investment (UBSW Opfikon) Fix Trade Integration support engineer. Systems, network, middleware and applications support and trouble-shooting for low-latency trading platform. Engineering and trouble-shooting of pricing broadcasts, market data feeds, end-to-end trade flows from price feed to trade confirmation. Solaris/Linux clusters, MQ, Tibco, Nirvana, DMZ, SSZ. sub-millisecond time synchronization across the globe. Critical production code upgrades, incident  management.  

Aug.2007-March 2010:  Sun Microsystems. Geneve (as Sun consultant). UNIX Infrastructure cleanup and ongoing projects for a private bank  (Solaris, AIX). Manual failover (no clusters) of  Solaris workgroup-range servers and IBM p590 LPars between sites for BCP. Core Banking, Data Warehouse and Trading applications support and reverse-engineering.  p590 HSM-side scripting  for unattended LPar resource management. AIX LVM, Veritas VM, Sun SVM (DiskSuite) on Hitachi storage with HDLM and MpxIO, Jumpstart with automatic installation and configuration of Solaris zones, complicated ZFS pools, custom SMF methods/manifests, homemade SMF-aware packages. Middleware support and engineering for trading floor  - MQ, secure file transfer with scp, sftp, IP tunnels, FTP/SSH robots.

Jan.2007-June 2007  Credit Suisse Private Banking. Design and proof-of-concept implementattion for tamper-safe real-time audit log collection and presentation concept in multi-platform fenced environment. Syslog/udp tunnelling, encryprion, certificate-based management with HSM. OpenSSL/OpenVPN interface to HSM (Solaris, Win2003, Linux). C programming with OpenSSL libcrypto/libssl and UDP sockets. Packaging for Solaris, Windows/Cygwin and Linux. Intrusion detection system, integration with tamperproof syslog. Syslog collection redundancy with Veritas cluster.

Nov.2006-Dec.2006.  Citco Group, Geneva (as Sun consultant). Design and implementation of  Sun Cluster and Jumpstart based auto-staging framework for geographically distributed transaction processing and messaging infrastructure. (Solaris 9/10, Sun Cluster 3.1 with zone failover – own design, ZFS use in cluster, Solaris packaging with SMF method/manifest, IBM MQ and MB, DB2, Oracle). Automated installation and tuning for MQ/MB, Wensphere, DB2.

Aug.2005-September.2006 Deutsche Bank Schweiz (as IBM Consultant) Data Center Migration and Consolidation team. Participated in cleanup and migration of Core Banking Applications (GAIN, DWH, Historical DB) to a new datacenter, with zero  downtime during migration (AIX4, AIX5, Oracle8i, Oracle 9i, Solaris10, Solaris11 EA)
Feb. 2005-July 2005 Credit Suisse Financial Services, UNIX engineer. Migration of UNIX user accounts from local (files) and NIS to company-wide central User Administration Server. Ca. 800 hosts (50% are critical production servers) , 200 users/hosts average, migrated on-the-fly during business hours (Solaris 8, AIX).

May 2005- Aug 2005 (part-time) Datacenter design and implementation for FJT Trading. Setup of high-performance Java engines and development platform for trading backoffice (Solaris 10, Solaris 8/9/10 crossplatform development, multi-release Jumpstart)

Feb. 2003 – Feb.2005 (part-time) Security audit and infrastructure cleanup for UBS Card Center (UCC).  Participation in DMZ design and implementation. Security zoning, policies design. Administration Automation. Local staff coaching.

Aug. 2004 – Nov. 2004 Credit Suisse First Boston. As UNIX Implementation Engineer, participated in design of new Storage Infrastructure  and automated the initial and ongoing migration procedures for  (initially) ca. 30 terabytes of critical data - from locally attached storage (Photons) to EMC/SRDF and between EMC and Clariion frames on live production systems, transparently for business. Designed and successfully implemented automation procedures for transferring Veritas VM and CS structures with up to 3000 Vx objects and 30 service groups per node. Veritas assessment follow-up (patching, upgrade, cleanup) for ca. 100 critical servers.

June 2003 – July 2004 UBS AG Installation Factory. Scripting for OLU packaging in Meta-Jumpstart (automation of Jumpstart  release changes). Significantly reduced handwork and improved timelines at release rollouts (Solaris, EMC, Veritas). Designed and implemented procedures for automatic Veritas VM installation and configuration during Jumpstart. 
Nov. 2003 – Feb. 2004 Logica CMG Netherlands: Proof-of-concept for systems provisioning automation of mobile net solutions deployment with Veritas OpForce.  (Solaris, AIX, Tru64, Fedora Linux, Veritas, LVM, Jumpstart/Kickstart/NIM). Local staff coaching, project leadership. Designed and implemented procedures for automatic Veritas CS deployment on hundreds of dual-node blade clusters simultaneously. See sample scripts on http://spasu.net/Pub/export/Veritas/Veritas4Jumpstart/

2002 – 2003 Credit Suisse FS and Withtherthur L&P : Public Key Infrastructure, participation in design and implementation (Solaris). Training of local operations/engineering/development staff.

2001 – 2002 POST Finance Bern. Participation in Yellow World (www.yellowworld.ch) design and implementation. Jumpstart concept for DMZ. (Solaris, EMC, Veritas, Jumpstart).

2001 AON Netherlands: Shell scripting and migrations for PeopleSoft interfaces. (Solaris, VMS, RedHat Linux)

2000 Y-O-U Bank infrastructure design and implementation (Solaris on E10K’s and EMC’s with BCP). 
Previous projects and permanent jobs:
May 1999 - Feb. 2000: Warburg UBS AG,  Zurich, Switzerland. Group  manager for Capital Trading System and United Trading Floor support. Sun Enterprise  server farm, Sun workstations on the floor. Trouble-shooting, upgrades, new rollouts.  Support of production, QA and Development infrastructures. Stabilized and significantly improved uptime during "productionalization" phase of CaTS-6 and UTF deployment. 

August 1998 - May 1999: Morgan Stanley Dean Witter & Co., London, U.K.: 2-nd level support for all MSDW datacenters in Europe. Trouble-shooting of network connectivity, Kerberos, AFS, IMAP, resources, user accounts, WAN. Several thousand machines. Oncall, 7x24, Shift management.

October 1996 - August 1998: Merill Lynch Japan Inc. (Tokyo, Japan). Primary SA for Trading Back Office (Solaris, Sybase, NFS). Monitoring, preventive maintenance, trouble-shooting, capacity planning, installations, upgrades, tuning. Developed Jumpstart infrastructure from scratch. Designed own HA system and installed 8 production copies. Converted 70% of critical Back Office servers from SunOS4 to Solaris. Optimized the NIS structure. Automated Solaris packages  creation and maintenance. Rolled out and supported IBM MQ Series. 

September 1995 - August 1996: Sun Microsystems, Inc. - Sun Service division, Moscow, Russia. Customer Service Technical Support Engineer and Field Engineer. Pre-sales support and capacity planning, new installations, HW repairs, SW trouble shooting, upgrades. Helpdesk hotline, on- and off-site customer support and training, remote administration covering 12 time zones. 

October 1993 - August 1995: Roy International Consultancy, Inc. (Sun VAR) Moscow, Russia. Systems Engineer, Network Administrator, Software Division Manager. Capacity planning, pre-sales tech support, helpdesk hotline, installations, customer training, HW repairs, various SW projects (from upgrades and trouble-shooting to in-house programming) 

December 1991 - October 1993: Algeok Ltd. (Moscow, Russia). R&D Group Manager, Technical Department Manager. Designed the UNIX infrastructure and supervised the porting of company's software (Seismic Data Processing and Interpretation System for Oil & Gas Exploration) from IBM MVS, VMS and MS DOS to UNIX/X11/Motif. Assembler, C, Fortran and shell programming. 

March 1987 - November 1991: Communications and Control Systems Research Institute, Moscow, Russia. Software Engineer and Network Administrator. Designed the UNIX infrastructure and was responsible for standards and portability in a large software project (over 1 mln lines, including about 200,000 lines for embedded devices). Assemblers, C, shell, lex/yacc, PL/1, Fortran programming. 

1978 - 1987 - Moscow State University, Nuclear Physics branch. Master's degree in Physics. Thesis on "Digital Simulation of Processes in Linear Accelerators". Fortran and Assembler programming. Systems and users co-administration for department site.


Products known best:
Hardware – high-end and workgroup SPARC and Intel/AMD based servers; NAS/SAN from Sun/EMC/Hitachi/HP/IBM. High-End Intel servers and workstations; Cabletron/Cisco/3COM/Nokia/Annex routers/ switches/firewalls.

Operating systems - SunOS/Solaris from v. 1 (SunOS4.3) to v.11  (SunOS 5.11) on SPARC and Intel; Linux - Mandrake, RedHat, SuSE, Slack. Ubuntu on SPARC, PPC and Intel;
SCO, IRIX, HP/UX, AIX, OSF, TRU64 etc. on diverse hardware ranging from embedded devices and blades to mainframes.
UNIX kernel and tools. 

Programming languages - Shell, C, Lex/YACC, sed, AWK used every day, many other languages used occasionally or can be remembered.

Networking:  Trouble-shooting at all  TCP/IP stack levels. Setup and configuration of  DNS, NIS, NFS, AFS,  RIP, OSPF, SMTP, LDAP, etc. 

Security - firewalls (Checkpoint, SunScreen, IPF/IPFilter, IPtables, HW-based filtering). encryption and DSig (SSL/SSH, Entrust and RSA PKI), hostsecurity (YASSP, YAZ, JASS, own cleanup scripts), Kerberos and other advanced authentication methods. Complicated NAT/NPF schemes for Entrust and RSA based Certification Authorities. Transparent security cleanup on live production systems. Design of special security monitoring and intrusion detection schemes, traps and wrappers. Programming with Entrust RA APIs and various LDAP APIs.  LDAP scripting for data conversion between different LDAP implementations. Security audit and zoning for large financial organizations. 

Performance management and monitoring - Solaris SAR, Virtual Adrian, BMC Patrol, own scripts and wrappers. 

Web portal support. Apache, Iplanet, SunOne, WebSphere, Stronghold. Programming of custom modules for Apache. Content management tools (Silverstream) 

Veritas Volume Manager/Filesystem,/Cluster/OpForce. ODS, Solstice Disk Suite. 

SAN solutions from EMC, Sun, Hitachi. Broad experience in using Network Attached Storage for Server Consolidation, Business Continuity Planning, High Availability and Disaster Recovery

Full-time Jumpstart administration and engineering for 1000-host range datacenters for more than 3 years. Deep understanding of net booting, media handling, software package structure and dependencies. Own improvements to Jumpstart for faster installation, supportability. OEM hardware, Veritas and NAS support by diskless clients. Use of Jumpstart as a Software Distribution basis. Jumpstarting for country-wide DMZ

Other provisioning methods (Kickstart for Linux, Veritas OpForce for mixed-architecture Blade-based solutions for telecoms).

High Availability, resilience, redundancy, clustering and load balancing products from Sun and Veritas. Own HA cluster design. Use of HA in BCP environments. 

Messaging middleware - IBM MQ Series administration. Programming with MQ APIs. 

Administration of high-end servers and clusters running Oracle, Sybase and Informix in financial, ISP, and industrial environments with full BCP provision. Own design of complicated DB failover schemes. 
Personal Born in 1961 in Moscow, Russia, Married, 2 children; 
Based in Zurich, Switzerland
1987 MS in Physics; 1994 Certified Sun Engineer
Languages  English - fluent, German - good 
Contacts  andy@spasu.net 
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