Andrei Ryjov
Senior IT Risk/Delivery/Migration consultant
Objective
Challenging projects in Enterprise IT design and major risk (security, integrity, uptime, capacity) management for full IT stack, where creative architectural approach and bright engineering solutions are essential for solving complex technical and organizational problems within demanding timeframes and restricted budgets. Work and deliver under pressure, implementing industry standard or original solutions that stay effective for decades.
Competence Summary
Network perimeter, endpoint and IAM security, Open Systems and Client-server technologies, IT infrastructure full-stack or per-layer design, assessment, optimization and stabilization. Large-scale and/or on-the-fly moves and migrations. Direct and reverse engineering, major IT risks mitigation.  ITIL optimization, stabilization and formalization for large and mission critical environments. Major incident follow-up and long-term prevention. Project and team leadership in multi-national and geographically distributed organizations.
Skills, Products and Technologies
Internet-facing web-portal with advanced IAM - WAF, Apache, Tomcat, Java business logic.\

Security-by-design and monitoring on physical/virtualized/hybrid infrastructures.

Behavior analytics (log digestion, correlation, entity scoring) with Exabeam
Corporate network perimeter, L3 firewalls, reverse proxies, DMZ design, implementation and support

B2 certified endpoints (Solaris Pitbull, Linux SE enforced), special fenced environments (DMZ-in-DMZ, SSZ), IDS, IPS, Cisco/F5/Checkpoint/PaloAlto firewalls, USP and AdNovum WAF. Practical cryptography with Entrust and OpenSSL CLI and API. Kerberos, PKI, root CA, hardware tokens, HSM, multi-factor auth, SSO, SOAP. IAM/LDAP APIs. Ansible playbooks for CIS compliance 
Datacenters, networks, hardware and software migrations and moves

On-prem virtualization of compute endpoints, networks and storage

Cloud/SOA: VMware/vSphere, RHV/oVirt, Oracle VBox on Linux, Solaris, Indiana,  Joyent/SmartOS, Openstack, Solaris Branded/Kernel Zones, Docker. Scripting with hyperwiser APIs  (ESX CLI, VBoxManage)

Physical/Virtual/Hybrid Compute/Network/Storage components and infrastructures support and migrations

Physical hardware – high-end and workgroup SPARC T, IBM Power,  Intel/AMD based servers, HPC, NAS/SAN from EMC/Hitachi/HP/IBM/Sun/NetApp.  Cabletron/Cisco/3COM/Nokia routers/switches/firewalls.
Storage/Volume management (host side) Veritas/Symantec, LVM, ZFS 

Storage Fabric/Frame side - EMC, Sun, Hitachi, HP 3PAR, NetApp

Operating systems - Solaris,  AIX, HP/UX, Linux on diverse hardware ranging from embedded devices and blades to mainframes. Microsoft 20xx servers, Win10/Win11 desktop on physical and virtual HW. 
Extended OS/app stack provision  automation for virtual and physical UNIX endpoints with ESX CLI, Jumpstart, Kickstart, NIM, Ansible, CFEngine
Performance management and monitoring – scripts/wrappers around SAR, BMC Patrol, Splunk, N@gios, MorningCheck, Swatch, Telegraf
Enterprise messaging with MQ, sendmail, Postfix.
Middleware – Tibco, MQ, Websphere, Tomcat, Apache, ERP
Programming languages – Shell/Bash, SED, AWK used daily. C, Perl, Lex/Bison, SQL used occasionally. 
Software integration, lifecycle management+
CI/CD – Git, Jira, Jenkins, Ansible, Confluence

ITIL: ITCM, Remedy, SNow.
Major Change Coordination, Production stability improvement via change process formalization and optimization, Change Board and Major Incident Board membership.

Recent projects
Feb. 2022 – Nov 2025 – Swisscom Zurich/Bern – Identity and Access Management Engineer. Support of legacy OpenLDAP/Solaris based IAM backend for all Swisscom client organizations (login and RBAC on all client servers). SailPoint IIQ connectivity and LDAP entries provisioning automation. Participation in migration of legacy OpenLDAP solution to virtualized/dockerized ForgeRock DS backend. Participation in new Privileged Remote Access infrastructure design and implementation (CyberArc Native SSH Proxy, Vaults manipulation CLI)/ Ansible playbooks for CIS compliance. Compute/Network/Storage components staging and maintenance in Swisscom vCenter tenants. 
June. 2021 – Nov.2021 – Credit Suisse, Zurich – Security Analyst, Internal Thread Detection project. Rollout and production stabilization of Exabeam UEBA Linux clusters for behavior anomalies detection. Disaster recovery, monitoring, daily routine automation, performance optimization. Crash scenarios analysis, full recovery automation with Bash and ESX CLI.
Feb. 2020 – May 2021 – UBS AG, Zurich – Internet Infrastructure Zone (Web Entry WAF / Reverse Proxy) Engineer. Migration of existing web entry instances from legacy stack and topology to new topology with different auth backend and workload management. Nevis Navajo proxy CLI/text configuration – filters, servlets, frontend to auth and app backends mapping. Navajo log analysis. Configuration management with GIThub/GITlab/Jenkins, CI/CD. Frontend and backend connectivity management and trouble-shooting.. Shell scripting for housekeeping  (provisioning, monitoring, rollbacks, L&P test automation)
Dec. 2020 – Feb. 2020 - Migrosbank AG – Docker/Apache/Redmine migration consultant. Migration of existing classic LAMP stack  (WAF-Apache-Redmine-Postgres) to Docker-based stack, including upgrades to new versions of Apache, Ruby and DB. Installation of Redmine plugins in the fenced environment with no direct Internet access. Adjustment of database schemas for two-factor auth. 
Mar. 2019 – Oct. 2019 – Fides Treasury Services – Infrastructure and Datacenter Engineer. Ongoing L2/L3 support of physical servers, network and storage appliances in 3 distributed datacenters.  Rollout of Splunk on physical and virtual CenOS 7 servers, for Linux and Windows agents. Syslog to Splunk gateways for various appliances, network switches, storage. Rollout and configuration automation with Ansible and Puppet. Operations automation for physical hardware and virtual machines/networks management across 3 distributed datacenters. HP/3COM switches, clustered Checkpoint FW, Kerberos, ESX on Lenovo X series, vCenter. Esxcli, Powercli, bash parametrization and wrapping for PowerCLI. CentOS 6/7 kickstart, Puppet. Git, SVN, Confluence, Jira. Housekeeping scripts. 3rd level support for proxy appliances, MQ hubs, Webservers, Linux, ESX, Vcenter.  
Feb. 2019 – Apr. 2019 Syngenta AG – HPC Connectivity Engineer. Recovery and re-installation of HPC with NVidia grid. Grid engine optimization. Provisioning automation. CentOS7, oVirt, LDAP/AD integration, scientific apps packaging and lifecycle management. 
Sep. 2018 – Nov.2018.  HP Enterprise. Solution Architect for private on-prem IaaS cloud on new geographically split datacenters with Vmware vRA and mFocus OO. HA inside datacenters, global redundancy. 
Proof of Concept planning, staffing, sizing, implementation. 
Hardware, hypervisor, orchestration and presentation layers design. 
Class/Object/Component verification for WSDL implementation. 
SNOW-to-Orchestration interfaces analysis. 
Optimization in security, automation and failover towers. 
Multi-tier Apache/Tomcat/Java-based application stacks provisioning preparation in PoC phase.
Feb 2015 – Aug. 2018:  Credit Suisse Zurich: Web Entry Server Engineer. WAF - USP Secure Entry/Secure Login server, AdNovum Nevis Navajo Proxy and Admin Server. 
Web frontend support and engineering on LAMP  (RH6) and integration with Tomcat/WebLogic/JavaScript based application and authentication  backends with Tower5 API, SAML, SOAP, Kerberos.
Migration of USP WAF from Solaris 10 Pitbull edition to RH6 with SE enforced, and from USP WAF to AdNovum Nevis Navajo. 
Splunk agents installation, configuration, trouble-shooting. Log format definitions for Splunk 6, Connectivity to Splunk forwarders in DR environment with strict site separation. 
SPL queries and dashboards for ca. 300 Prod webserver instance logs (performance, errors, forensics). 
Hardware token management on embedded HSM and LunaSA5. Nevis Admin and Nevis Proxy configuration/support. 
Linux, Solaris, Apache, Tomcat, Java, XML, Splunk, load balancers, forward/reverse proxies, VPN, BCP. 
External audit and penetration testing tracking and follow-up. 
Housekeeping scripts (automation, monitoring, log parsing for forensics and load history analysis). 
Web Entry Server team support in migration from Remedy to SNOW (RBAC, best practices, reports, templates)
BMC Patrol events dispatching via SNOW INCs. 
Scripting for CI/CD
ITIL optimization and Prod stability improvement in collaboration with Enterprise Change Board

Participation in Major Incident Management and post-incident follow-ups

Feb 2014 – 2015: Federal Office of Economics, Education, Research (Bern). Solaris Migration Engineer. 
Migration from Solaris 10 to Solaris 11.1. 
SPARC T5 hardware, LDOMs, zones. 
Automated provisioning with VDCF in DMZ. 
Distributed configuration in the fenced environment with CFEngine 3.5, 

Tunneling for staging protocols over SSH and OpenVPN.
Custom application re-compilation and debugging (C programs with MQ, Tibco, OpenLDAP/PKI, OpenSSL API) 

Security assessments and risk mitigation.
June 2013 – Feb 2014 IXE Financial Group (Zurich/Worldwide),  Corporate IT architect. 
Datacenter revision, private IaaS cloud design and implementation (AdNovum perimeter WAF, security zoning and sandboxes, ESXi 5.1 and Oracle Solaris hosts, Linux/Win2008/Win7 guests, two-factor SSO, PKI), 
Data/apps migration from physical servers to Solaris zones and Windows/Linux guests. 
Remote and cross-site access management with STunnel, OpenVPN and SSH 
Tunneling, certificate lifecycle management with OpenSSL manual CA. 
Intergration of legacy Webmail solutions into corporate sendmail/LDAP infrastructure (POP, IMAP, spam filtering). 
Legacy Weblogic applications integration into cloud and CI/CD framework. 
SW lifecycle management.
Earlier projects and permanent positions:
March 2010-May 2013: UBS Investment (UBSW Opfikon) FX Trade Integration engineer. 
Aug.2007-March 2010:  Private bank in Geneva (as Sun Microsystems consultant). Infrastructure architect.  
Jan.2007-June 2007  Credit Suisse Private Banking, Zurich. Security Architect. 
Nov.2006-Dec.2006.  Citco Group, Geneva (as Sun consultant). 
Aug.2005-September.2006 Deutsche Bank Schweiz, Geneva/Winterthur (as IBM Consultant) Data Center Migration and Consolidation team. 
Feb. 2005-July 2005 Credit Suisse Financial Services, Zurich.  UNIX engineer. 
May 2005- Aug 2005 (part-time) FJT Trading – Datacenter Architect
Feb. 2003 – Feb.2005 (part-time) UBS Card Center (UCC Zurich Opfikon). IT Security Auditor
Aug. 2004 – Nov. 2004 Credit Suisse First Boston, Zurich. UNIX Implementation Engineer
June 2003 – July 2004 UBS AG Installation Factory, Zurich. UNIX Engineer
Education: MS in Physics
Languages: English (fluent), German (full business)
Residence: Zurich, Switzerland
